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Abstract. Detecting encrypted traffic is increasingly important for deep
packet inspection (DPI) to improve the performance of intrusion de-
tection systems. We propose a machine learning approach with sev-
eral randomness tests to achieve high accuracy detection of encrypted
traffic while requiring low overhead incurred by the detection proce-
dure. To demonstrate how effective the proposed approach is, the per-
formance of four classification methods (Naive Bayesian, Support Vector
Machine, CART and AdaBoost) are explored. Our recommendation is to
use CART which is not only capable of achieving an accuracy of 99.9%
but also up to about 2.9 times more efficient than the second best can-
didate (Naive Bayesian).

1 Introduction

Conventional deep packet inspection (DPI) techniques are ineffective in analyz-
ing encrypted traffic. Therefore, two different procedures could generally be used
according to whether the inspected packets are encrypted or not. We first clas-
sify network packets into encrypted and unencrypted packets and then inspect
only unencrypted ones in real time; encrypted ones are just recorded in log files
for offline analysis. This approach might be helpful to improve the performance
of intrusion detection systems by avoiding unnecessary efforts to analyze en-
crypted packets in their DPI engines. Moreover, the use of encryption is one of
the important features for distinguishing bot traffic from normal traffic because
payload encryption is a popularly used to hide bot communication [9]. Hence,
detecting encrypted packets is becoming an essential part of intrusion detection
systems.

To identify encrypted traffic, the most widely used techniques are pattern
matching in packet payloads [21] and entropy analysis [7,13,20]. Although the
entropy model is more effective for new botnet traffic, it also incurs both false
positives and false negatives that cannot be ignored when a simple entropy-based
approach is used for classification. To make matters worse, those approaches
using the entropy estimation alone cannot deal with the distinction between
encrypted and compressed traffic since both might have a high entropy mea-
sure [18]. In this paper, we will show that the entropy-based detection method
performed very poorly on distinguishing encrypted traffic from compressed traf-
fic through experiments with real datasets including a significant proportion of
compressed packets (see Section 5).



Recently, some researchers [2, 3] proposed a more promising approach using
machine learning to overcome the limitation of simple threshold models in en-
tropy analysis. However, their designs have mainly focused on developing classifi-
cation models using flow based features rather than packet based features where
temporal information such as inter-arrival time is required. Although the flow-
based detection systems have advantage over the packet-based systems because
payload inspection is not needed anymore for detecting bot communication [10],
a long time interval is required to extract time-based flow features from the
network traffic.

Unlike their approach, we aim to develop a real-time classifier even with a
single packet (or a few packets). To achieve this goal, we narrow down the prob-
lem scope to detecting encrypted traffic only rather than botnet communication.
Our proposed technique can be incorporated into a firewall as its pre-filter to
screen candidates.

To demonstrate the effectiveness of our approach, we experimented with four
well-known machine learning techniques (Naive Bayesian, Support Vector Ma-
chine, CART and AdaBoost) compared with a simple entropy-based detection
method. For experiments, we used a real traffic dataset (HTTP: 161,948, FTP:
1,309, Telnet: 205, SSH: 30,185 packets) collected from a honeypot. The ex-
perimental results showed that the proposed machine learning based detection
methods significantly outperformed the simple entropy-based detection method.
In particular, CART produced the best results, which is not only capable of
achieving a F-measure of 0.997 but also up to about 2.9 times more efficient
than the second best candidate (Naive Bayesian). Moreover, since the results
of CART algorithm can directly be used to generate a series of if-then rules
from a binary decision tree representation, we highly recommend using CART
for building a high-performance DPI system.

The rest of this paper is organized as follows. In Section 2, we survey related
work in developing encrypted packet classification techniques. In Section 3, we
present the proposed detection technique using a machine learning algorithm
with randomness tests. In Section 4, we briefly explain the classification algo-
rithms used in our experiments. Then, in Section 5, we evaluate their accuracy
and performance by conducting experiments in real-world environments. Finally,
we conclude in Section 6.

2 Related work

A botnet is a network of compromised computers controlled by a remote attacker
called botmaster, which is typically used for performing illegitimate activities
such as distributed denial-of-service (DDoS) attacks, spam emails distribution.
For botnet communication, the IRC protocol was the most widely used due to
its simple construction. Recently, however, attackers are moving towards using
encryption (from simple XOR [12] to sophisticated AES-256 [15]), which makes
it much harder to detect their communication against firewalls and intrusion



detection systems [16,20]. Thus detecting encrypted traffic becomes one of the
most challenging issues in designing a bot detection tool.

Entropy-based classification is the most common method to distinguish en-
crypted parts from plaintexts. Lyda and Hamrock [13] used entropy analysis
to identify encrypted and packed malware, but they only focused on offline ex-
ecutable files. Dorfinger et al. [7] proposed a classification method based on
entropy estimation to detect encrypted traffic used for Skype and eDonkey. For
each packet, their proposed system compares the entropy of the packet with the
estimated entropy of uniformly distributed random payload of the same length.
If the difference is greater than a pre-defined threshold, the packet is classified
as unencrypted traffic. White et al. [19] revisited this problem through intensive
experiments to classify opaque traffic including not only encrypted but also com-
pressed communication. They also used entropy-based tests and demonstrated
that their technique is able to identify opaque data with about 95% accuracy,
on average, while examining less than 16 bytes of payload data. Zhang et al. [20]
also proposed a similar technique using the entropy measure and showed that
the proposed technique might be effectively deployed to prevent encrypted bot
communication. However, those approaches had to ignore the difference between
both encrypted and compressed traffic since both might have a similar level of en-
tropy estimation. Wang et al. [18] addressed this limitation in using the entropy
estimation alone for detecting encrypted contents and proposed an alternative
metric to identify the distinction between encrypted and encoded/compressed
data.

We extend their work into a more sophisticated model using machine learn-
ing algorithms and several randomness tests; while Wang et al. [18] empirically
selected a threshold for the chi-square randomness test result, we build a detec-
tor with machine learning algorithms and several randomness tests to improve
the accuracy of encrypted communication detection.

Although the idea of using machine learning algorithms is not new in the
field of traffic classification, previous studies [1, 3] focused on using flow based
features rather than packet based features, which inherently requires an observa-
tion time interval to monitor time based flow features from the network traffic.
The scenario for flow based classification is fundamentally distinct from the set-
ting we explore in this work: for real-time analysis on the network, it is preferred
to individually process every packet without requiring the maintenance of state
for every connection.

3 Encryption detection with randomness tests

The key idea is simple: When the proposed system receives a packet, the header
and payload of the packet are first separated, and the randomness of the payload
is analyzed by running several randomness tests. This is because the payload of
a packet is only encrypted for hiding bot communication while its header is in
the clear (see Figure 1). Surely, in practical intrusion detection systems, packet
header information is generally used before inspecting the payload of packets.
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Fig.1: A typical form of packet

The proposed method may be applied only to packets when it is difficult on the
packet header alone to decide whether the packets are encrypted or not.

With the randomness test results, we can determine the nature of the packet
(i.e., the encrypted payload or not) using a classifier trained with data from
previous test results. Unlike previous studies [7,13,20] using a pre-determined
threshold of entropy alone, we use machine learning techniques to improve the
accuracy of a classifier with the following three randomness tests that are com-
monly used, particularly for evaluating the randomness of pseudorandom number
generation algorithms [17].

— Entropy: The Shannon entropy is a traditional estimator of measuring the
unpredictability of an information stream. Let X be a random variable that
takes on the possible values x1, o, ---, x,. Here, x; is the ith byte value
because we calculated the entropy in bytes. The Shannon entropy H(X) is
defined by the following formula:

H(X) = —Zp(xi)logp(xi) (1)

where p(z;) is the probability that X = z;.

— Chi-square test: The chi-square distribution is used to test how well a
sample fits a theoretical distribution (e.g., Poison distribution). Here, for ith
byte value, the number of the observed values o; is compared with that of
expected values e; from a uniform distribution. The chi-square distribution
x? is defined by the following formula:

=2 e - o). (2)

where n is the number of values.

— Arithmetic mean: The arithmetic mean can simply be calculated by sum-
ming all of the byte values in the tested data (i.e., a packet) and dividing by
the number of those byte values. If the data are generated from a uniform
distribution, the arithmetic mean should be about 127.5. The arithmetic
mean A is defined by the following formula:

1 n

x; is the ith byte value in a packet.



The results of those randomness tests are used to construct a classifier to
detect encrypted traffic. Not surprisingly, a classification method should be care-
fully selected based on constraints such as the desired level of accuracy, the time
available for training and testing, and the nature of classification problems. The
classification methods used in our experiments are described in the following
section.

4 Applying Classification Methods

We select four different classification methods which are popularly used for many
applications. We carried out a number of experiments to evaluate those classifi-
cation methods and find the best performing one. This section introduces those
classification methods as follows:

— Naive Bayesian: Naive Bayesian (NB) classification [6] is one of the most
successful learning algorithms for text classification. Based on the Bayes
rule, which assumes conditional independence between classes, this algo-
rithm attempts to estimate the conditional probabilities of classes given an
observation. The joint probabilities of sample observations and classes are
simplified because of the conditional independence assumption. While this
Bayes rule assumption is often violated in practice, NB is known to perform
well in many security applications such as spam email filtering.

— Support Vector Machine: Support Vector Machine (SVM) [5] is known
as one of the best supervised learning techniques for classification with high
dimensional feature space and small training set size. The idea is to find
the optimal separating hyperplanes that classify data by maximising the
geometric margin space between the classes’ closest points. SVM is receiving
great attention due to some excellent performance it has achieved on real-
world applications [11].

— Classification and Regression Trees: Classification and Regression Trees
(CART) [4] is an interesting non-parametric technique to build a binary
decision tree based on historical data. CART constructs a binary tree by
repetitively splitting the high dimensional space of the objects in the training
set into subspaces so that the observations within each subspace are more
homogeneous than the high dimensional space.

— Adaptive Boosting algorithm: AdaBoost [8], short for “Adaptive Boost-
ing”, is an iterative process that tries to improve the classification results by
learning the results from a set of classifiers (often referred to as “weak learn-
ers”), in that their weights are adaptively updated according to the errors
in previous iterations. The essence of AdaBoost is to combine multiple weak
classifiers for constructing a single strong classifier.

5 Experiments

The aim of our experiments was to demonstrate the feasibility and effectiveness
of our approach, and determine the best performing classification method. We
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Fig. 2: Histogram of packet sizes in the datasets.

Table 1: Proportions of content types in HTTP, FTP and Telnet packets

Compressed  Octet-stream  Others
78.15% 0.32% 21.53%

tested real network traffic using the four classification methods described above
(NB, SVM, CART and AdaBoost).

We collected real packets captured by a honeypot (taken from the “Capture
the hacker 2013 competition”) and filtered TCP packets only, which consist of
161,948 HTTP, 1,309 FTP, 205 Telnet and 30,185 SSH packets. For plaintexts,
we used the packets for HT'TP, FTP, and Telnet application protocols while we
used only encrypted payload in SSH packets for ciphertexts. Figure 2 shows the
distribution of packet sizes, respectively, for those datasets; the y axis is shown
in log-scale for improved visualization.

In terms of the packet size, we can see the differences between them; all
packets for HT'TP, FTP, and Telnet protocols are less than 2,000 bytes while
a majority (about 93.6%) of packets for SSH protocol are less than 64 bytes
long and large packets were sometimes used. We surmise that the default packet
size differences in underlying protocols may explain this. The default Maximum
Segment Size (MSS) of 1,460 bytes (which covers about 95.5% of our dataset) is
generally used for HT'TP, FTP, and Telnet protocols while the minimum packet
size of 28 bytes is most popularly used for SSH protocol because the data ex-
changed might be mostly short commands for botnet communication [14]. In-
terestingly, the packets used in our experiments include a significant proportion
(about 78.15%) of compressed ones (using either gzip or bzip2) in HTTP, FTP
and Telnet packets (see Table 1).

We assigned the ciphertexts with ‘Positive’ answers (P) and the plaintexts
with ‘Negative’ answers (N). True Positive (T'P), False Positive (F'P), True
Negative (T'N), and False Negative (F'N) can be summarized as below:



Table 2: Performance of classification methods.

Accuracy Precision Recall F-measure Training Testing

NB 0.990 0.953 0.987  0.970 0.056s  1.604s
SVM 0.997 0.998 0.981  0.989  559.097s 15.034s
CART 0.999 0.997 0.996 0.997 0.528s  0.560s
AdaBoost  0.998 0.996 0.994  0.995 7.789s 125.198s
Entropy 0.159 0.157 0.998 0.272 0.052s 0.006s

— TP: ciphertexts correctly classified as ciphertexts;
F P: plaintexts incorrectly classified as ciphertexts;
T N: plaintexts correctly classified as plaintexts;
FN: ciphertexts incorrectly classified as plaintexts.

To evaluate the performance of classifiers, we use four measures as follows:

— Accuracy: the proportion of correctly classified packets; (T P+TN)/(P+N)

— Precision: the proportion of packets classified as ciphertexts that actually
are ciphertexts; (T'P)/(TP + FP)

— Recall: the proportion of ciphertexts that were accurately classified; (TP)/(T
P+ FN)

— F-measure: the harmonic mean of precision and recall; (2 * Precision x

Recall) /(Precision + Recall)

We also measured the running time of the classifiers to show the relative
efficiency of the classification methods. The classifiers were implemented using
the scikit-learn library in Python. The experiments were conducted with an
Intel Core i7 (3.60GHz), running on the virtual machine of Ubuntu 14.04 LTS
with 4GB RAM.

For classification, we used a 10-fold (stratified) cross-validation where the
training samples are partitioned into 10 equal-sized groups with similar class
distributions. Table 2 shows the performance of the four classification methods.
The running time for training and testing is presented as the mean time using
the whole dataset in a group from the 10 independent experiments. Moreover,
we compared the tested classification methods with the simple entropy-based
detection to show the superiority of the machine learning based detection algo-
rithms over the conventional detection technique. For entropy-based detection,
a threshold was chosen to maximize F-measure for each training set.

Overall, except for the entropy-based detection used as a baseline, all meth-
ods performed well (see Table 2). The entropy-based detection produced the
worst results (0.272 in F-measure). Probably, the performance of entropy-based
detection was strongly affected by the significant proportion (about 78.15%) of
compressed packets in the dataset. The results confirmed that the entropy esti-
mation only is not sufficient to distinguish encrypted contents from compressed



Table 3: Classification results with the first £ bytes of each packet.

NB CART
Accuracy F-measure Accuracy F-measure
0.843 0.001 0.843 0.001
4 0.843 0.000 0.843 0.004
16 0.646 0.248 0.842 0.014
32 0.681 0.362 0.962 0.868
64  0.962 0.869 0.983 0.947
100  0.969 0.893 0.996 0.986
All 0.990 0.970 0.999 0.997

contents even though it is significantly faster than machine learning based de-
tection algorithms in testing time.

Among machine learning based detection algorithms, CART not only pro-
duced the best accuracy results (about 0.999 in accuracy and 0.997 in F-measure),
but was most efficient in testing (about 0.560s) which is up to approximately
2.9 times better than the second best candidate (NB). Although AdaBoost also
performed well in terms of accuracy and F-measure, when we consider how com-
putationally expensive the testing phase of AdaBoost is (about 125.198s), we
would not recommend using AdaBoost. For the same reason, SVM is not suit-
able for detecting encrypted traffic in real-time. Therefore, we here focus only
on the analysis of CART and NB.

Although the testing time of each classification method is relatively efficient
compared with its training time, calculation of the three randomness scores
(Entropy, Chi-square test, Arithmetic mean) for testing cannot be easily ignored
where the running time of the calculation increases (linearly) with the size of
packet observed. Thus, in terms of efficiency, it might be desirable to classify a
packet with only a few (front) bytes of the packet instead of using all of the packet
data. We performed additional experiments to discuss how the performance of
classification methods may change with the size of observed part of the packet
for testing and to identify the optimal size. Table 3 and 4 show the results with
variation in the size of the observed part of the packet.

In Table 3, we can see that two classification methods (CART and NB) still
performed well even with only a part of the packet (when k > 64) rather than
using all of the packet data. Although those methods produced poor performance
results (< 0.015) in F-measure with a very few bytes (when k = 1,4 or 16), the
detection accuracy of those classification methods dramatically increases when
k > 32 (for CART) or k > 64 (for NB). Moreover, it also led to improvement in
running time for randomness tests (see Table 4); the total running time of the
randomness tests was reduced from 0.349ms (millisecond) to 0.263ms on average,



Table 4: Running time for randomness tests with the first k bytes of each packet
(u: mean, o: standard deviation). Byte, Entropy, Chi-sq., and Arith. represent
the time for analyzing byte frequency distribution, entropy, Chi-square distribu-
tion and arithmetic mean, respectively.

k Byte(n) Byte(o) Entropy(u) Entropy(c) Chi-sq.(1) Chi-sq.(o) Arith.(p) Arith.(o) Total(n) Total(o)
1 0.018ms 7.0e-8ms  0.147ms 9.2e-Tms  0.073ms  3.9e-Tms 0.019ms 7.0e-8ms 0.258ms 2.0e-6ms
4 0.019ms 6.0e-8ms  0.148ms 1.le-6ms  0.073ms 3.7e-Tms 0.019ms 6.0e-8ms 0.259ms 2.2e-6ms
16 0.019ms 7.0e-8ms 0.146ms 1.2e-6ms  0.073ms 4.2e-7ms 0.019ms 7.0e-8ms 0.257ms 2.6e-6ms
32 0.021ms 8.0e-8ms  0.154ms 1.0e-6ms  0.073ms  3.8e-7Tms 0.019ms 8.0e-8ms 0.267ms 2.2e-6ms
64 0.023ms 8.0e-8ms  0.148ms l.1le-6ms  0.073ms 5.7e-7Tms 0.019ms 7.0e-8ms 0.263ms 2.6e-6ms
100 0.025ms 2.5e-7ms  0.147ms 1.2e-6ms  0.073ms 4.8e-7Tms 0.019ms 7.0e-8ms 0.265ms 2.9e-6ms
All 0.106ms 2.3e-6ms  0.148ms 9.8e-7Tms  0.075ms  3.8e-Tms 0.021ms 7.0e-8ms 0.349ms 4.7e-6ms
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Fig. 3: F-measure of classifiers with randomly selected k bytes of each packet.

which was significantly affected by the analysis of byte frequency distribution
(Byte) rather than other tasks.

To avoid this detection strategy, an attacker’s best response is to generate
dummy plaintext data and add the data into the first k bytes of each packet if the
attacker already knows the system parameter k in a detection system. Therefore
it is not enough to simply observe the first k£ bytes of each packet. Alternatively,
we consider using a randomized approach with k bytes randomly selected from
the whole packet data. The experimental results in F-measure are shown in
Figure 3. Overall, CART produced the better results compared with NB. Also,
we can see that the accuracy of two classification methods (CART and NB) was
improved as k increased. In particular, both curves increase rapidly toward 1
until £ < 100 and then tends to be smooth and flat when & > 100. This implies
that it might be enough to use a randomly chosen part of a packet (e.g., with
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Fig. 4: Performance of classification methods with varying Neipher/Npiqin ratio.

at least 100 bytes long) instead of using the whole packet data to speed up the
detection test procedure for each packet.

To examine the influence of ratio of ciphertext (Nipner) to plaintext (Npigin),
we performed additional experiments with varying Neipher/Npiain ratio by ar-
tificially controlling the number of generated encrypted packets. However, we
still used the fixed ratio of plain to cipher packets. Figure 4 shows how the
performance of classification methods were changed over the different ratio of

Ncipher/Nplain-

Overall, two classification methods (CART and NB) are scalable with vary-
ing Neipher/Npiain ratio except when the ratio of Neipher/Npiqin is less than 0.2.
This is because those methods demonstrate a significant decrease in precision
when the number of ciphertexts is greatly less than the number of plaintexts.
Hence, we would not recommend using the proposed technique for such condi-
tions. Our recommendation would still be to use CART except those cases, even
though NB is slightly better than CART in terms of precision when the ratio of
Neipher/Npiain is greater than 2.
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6 Conclusion

Distinguishing encrypted data from non-encrypted packets still remains an im-
portant research problem in the field of network security. We present a machine
learning approach based on three randomness tests (Entropy, Chi-square, Arith-
metic mean).

For performance evaluation, we used a total of 193,647 packets (163,462 plain
and 30,185 encrypted). The packets ware tested with four machine learning
based classification methods —Naive Bayesian, Support Vector Machine, CART
and AdaBoost— the simple entropy-based detection method to find the most
proper classification method to detect encrypted traffic. The machine learning
based detection methods significantly outperformed the entropy-based detection
method. In particular, our recommendation would be to use CART that not only
produced the best accuracy results (0.997 in F-measure) but was most efficient
in testing (about 0.560s).

In future work, we plan to increase the size of the dataset and investigate
any changes in performance. It would also be interesting to deploy the proposed
approach on a real intrusion detection system.
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