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INTRODUCTION

Recently, Samsung released Galaxy S10 supporting the cryptowallet feature [5]. However, it is still questionable whether cryptocurrency can be popularly used for mobile payments because
processing transactions in existing blockchain systems are too slow.
For example, public blockchain systems such as Bitcoin [6] (7 transactions per second (TPS)) and Ethereum (15 TPS) are significantly
slower than mainstream payment systems such as Visa (2,000 TPS)
using a centralized database.
To improve the throughput of blockchain systems, there exist two
possible straightforward strategies: (1) Increase block size and (2)
Reduce the block interval. Increasing block size improves throughput, but the resulting bigger blocks take longer to propagate in the
network. Reducing the block interval can decrease latency, but leads
to instability where the system is in disagreement [3]. Therefore,
the optimal selection of block size and block interval becomes one
of the most challenging issues in designing blockchain systems for
a trade-off between security and performance. Here, we focus on
minimizing the block interval for blockchain systems using a Proof
of Work (PoW) consensus algorithm while maintaining the stability
and security of blockchain systems.
In a typical blockchain system, the block interval is set to be
greater than or equal to the block propagation time so that a miner is
not allowed to generate a new block before all nodes would receive
the last block. In this paper, we found that the block propagation
rate is critical to achieve a trade-off between security and throughput. Therefore, the block interval should be carefully selected to
control the block propagation rate. As a case study, we analyzed the
Ethereum network and found that its block interval can be reduced
to 1 second without sacrificing security in theory.
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Releated work. Satoshi [6] proposed a PoW mechanism with
the longest chain rule for consensus among Bitcoin nodes. Most popular blockchain systems such as Bitcoin and Ethereum are currently
using a PoW consensus algorithm to maintain their blockchain status. In Bitcoin, the block interval of 10 minutes was specifically
chosen by Satoshi as a trade-off between security and performance.
However, Decker and Wattenhofer [2] demonstrated that the 10
minutes block interval would be overly conservative and could be
reduced. For this reason, in Ethereum, 12 seconds was chosen [1]
as the block interval based on the findings of real-world Bitcoin
network latency (12.6 seconds [2]). Gervais et al. [4] analyzed the
security and performance implications of various parameters such
as block size and block interval used in PoW consensus algorithms.
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CONTRIBUTIONS

Given a blockchain system with stable block propagation time,
our goal is to find the optimal block interval to maximize throughput
of the blockchain system without significantly sacrificing security.
In this paper, we only focused on the demonstration of the feasibility of our analysis framework on the Ethereum network. However, our technique is generic and can be made applicable to other
PoW-based blockchain systems such as Bitcoin.
Suppose that a new block b is created by an honest user and
then another new block b̄ is created by an attacker who tries to
intentionally generate a fork. In this situation, an attack becomes
successful if a majority of the mining power in the network believes
that the attacker’s block b̄ is the first announced valid block. In
other words, we can say that the status of a given blockchain is
safe when a majority of the mining power in the network believes
that b is the first announced valid block.
We use the notation P(n, m, α) to represent the probability that
a given blockchain system is safe where n is the number of total
miners in the system; m is the number of nodes receiving new block
information during the block interval; and α is the rate of the node
believing b̄ as the first announced valid block at the worst case,
which is the sum of attacker’s mining power and the mining power
of nodes which did not receive b in the block interval. Without
loss of generality, we assume that all miners have the exactly same
mining power if all the nodes have the same probability of receiving
valid block messages. P(n, m, α) can be calculated as follows:

P(n, m, α) ≥
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In Equation (1), the equality is obtained only in the case where
all nodes which did not receive the block b as the first announced
valid block believe that b̄ is the first announced valid block. Thus,
given n, m, and α, we use Equation (1) to calculate the minimum
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Figure 1: Calculation of P(n, m, α) with various environments.
P(n, m, α). Figure 1 demonstrates the minimum P(n, m, α) with various environments.
As shown in Figure 1, it is critical for security to maintain the
block propagation rate which is greater than a certain threshold.
For example, when m = 6, 000, the block propagation rate of 70%
is sufficient against an attacker with 0.19 mining power. However,
if m ≤ 4, 000, the block propagation rate of 70% is not sufficient
against the same attacker. Interestingly, if we increase the block
propagation rate to 80%, P(n, m, α) becomes close to 1 regardless of
m even when attacker’s mining power is 0.25. Based on this finding,
we recommend the minimum block propagation rate has to be 80%.
In practice, the most effective method is to decrease the block
size in order to boost the block propagation rate. However, because
this approach can significantly affect TPS of the system, we do not
consider it. Another promising technique is to reduce the overlap
of block propagation time periods between subsequent blocks.
To demonstrate the feasibility of our analysis framework, we
measured the actual block propagation time in the Ethereum network. On April 17th, 2019, we traced 6,360 blocks in total and
calculated the block propagation rate every 0.25 seconds. 8,748
nodes were averagely working on the network. Figure 2 plots the
mean and standard deviation (which are represented as error bars)
of block propagation rates in the Ethereum network.

receive the first announced valid block within 1 second on average
while the rest receive the block in 9 seconds.
Under such network conditions in Ethereum, we expect that
the block interval of Ethereum could be reduced to 1 second while
still maintaining the mean block propagation rate of the Ethereum
network which is greater than about 80% necessary for security (see
Figure 1). Such reduction of the block interval would significantly
improve TPS of Ethereum.
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CONCLUSION

In this paper, we present a framework to analyze the relationship
between the number of total miners in a blockchain system, the
attacker’s mining power, and the block propagation rate in terms
of security. We found that the block propagation rate is critical
to provide security against an attacker with a certain amount of
mining power. Therefore, we need to carefully control the block
interval by adjusting the mining difficulty in order to provide a
reasonable level of the block propagation rate.
Based on our analysis, in the case of Ethereum, the block interval
can be reduced to 1 second without significantly sacrificing security.
Thus, TPS of Ethereum would be simply improved by setting the
block interval which is much smaller than the current 12 seconds.
As a part of future work, we plan to apply our evaluation framework to other blockchain systems such as Bitcoin using a PoWbased consensus mechanism in order to generalize our findings.
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