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Abstract—This article proposes a generic framework to detect device spoofing attacks
using physical network characteristics that are hard for an attacker to mimic, including
received signal strength indicator and round trip time. A technological challenge with this
approach is that those values can change over time and affect the detection accuracy. To
overcome this challenge, we obtained the similarity of subsequent network behaviors by
using a time series similarity measure. Our method continuously monitors physical
network characteristics of a device, and looks for significant changes made in those
monitored characteristics. Detected changes would indicate that a suspicious activity
(e.g., device spoofing) has occurred. To demonstrate our implementation, we thoroughly
tested the proposed framework on ZigBee (IEEE 802.15.4) wireless networks. We
achieved a high F-measure accuracy of 0.96 when spoofing devices were located more
than 5 m away from original devices.

& WIRELESS NETWORKS SUCH as WiFi, Bluetooth,
and ZigBee are popularly used as they can significantly improve accessibility, deployability, and
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usability of network devices. However, wireless
network technologies could potentially increase
the threat landscape and expose devices and
users to more cyberattacks. For example, a
seven-year-old child easily hacked into a public
WiFi network after watching an online hacking
tutorial.1
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Media access control (MAC) addresses are
commonly used to control access in wireless
networks (hereafter referred to as MAC-based
access control), where only those devices that
have previously authorized MAC addresses
(i.e., MAC addresses are listed in a whitelist of
known good addresses) can connect to a wireless network. However, MAC-based access control has several limitations. For example,
maintaining an acceptable list of authorized
MAC addresses (i.e., a whitelist of MAC
addresses) is not only a cumbersome and challenging task for casual users, but tech-savvy
users can also change MAC address to bypass
this list quite easily.2
To address these limitations of MAC-based
defense mechanism, several researchers proposed device fingerprinting methods using physical properties of wireless signals, which are
usually hard to imitate. Faria and Cheriton3
describe a method that uses received signal
strength indicator (RSSI) to detect anomalous
access points (APs). They consider RSSI values
as a device specific feature that is hard to arbitrarily forge, and can accurately indicate the
location of a device. There are similar studies
focusing on using different statistical models,
e.g., Gaussian mixture model,4 K-means clustering,5 and spatial correlation property of RSSI.6
Most previous work has focused on developing a
proper probabilistic model to better understand
the actual characteristics of RSSI. However, such
approaches often rely on having access to multiple network traffic monitoring devices to
improve the overall reliability and accuracy.
This requirement might not be acceptable in
small network environments where only one AP
is available.
This article presents a framework to detect
device spoofing attack using the time series
similarity measure between subsequent packet
sequences. Unlike existing proposals (e.g., see
the work done by Faria et al.)36 that use fixed
threshold values, our scheme runs on dynamically changing threshold values to deal with
network conditions that change over time. To
demonstrate the effectiveness of our scheme,
we perform experiments with real world traffic
dataset under various conditions, showing the
F-measure accuracy of 0.96 when spoofed
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devices are located five or more meters away
from original devices.

ATTACK SCENARIO
Wireless networking is inherently prone to
cybersecurity threats. Unlike wired networks,
wireless networks can be discovered by anyone
nearby.
Due to such weaknesses in wireless networks, we assume that an attacker is capable of
connecting a malicious device to victim’s home
devices (e.g., smart TV) by exploiting the victim’s home network. This allows the attacker to
play recorded movies, view pictures, or copy
files from the victim’s devices. The attacker may
also try to take control of critical functions on
various network-connected devices such as
CCTV, door locks, and thermostats.7 The data
link layer has security solutions such as WEP
and WPA, but these alone are not sufficient to
properly control access to such devices. Additional security mechanisms are needed at the
application layer to individually manage security
policies for each device.
One possible technique is to perform
access control based on identifiers that are
unique to devices. The most widely adopted
defense mechanism uses access control lists
(ACL) created for the network addresses of
known (authorized) devices. A network administrator defines security policies that allow
only the known devices to connect with their
IP and MAC addresses. MAC addresses are
more frequently used since it is relatively easier to spoof IP addresses.
However, several limitations exist in the
MAC-based access control mechanism. First, for
typical users, it is quite cumbersome and challenging to timely update the ACL with fresh MAC
addresses. If the coverage of the ACL is not sufficient, it can degrade the effectiveness of the ACL
and discourage users from deploying it. Furthermore, the practical security of MAC-based ACL is
weaker than expected because MAC addresses
can be spoofed. “MAC spoofing” can be easily
performed by a tool that experienced users can
download and use. Ahmad8 demonstrated that
an attack device connected to the same wireless
network can spoof and submit address resolution protocol replies to victim devices even if a
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Figure 2. Network packets collected in two time
windows.
Figure 1. Device spoofing detection using the
network characteristics of the user device.

well-accepted security standard, such as WPA
pre-shared key, was used.

DEVICE SPOOFING DETECTION WITH
NETWORK CHARACTERISTICS
The main idea is to monitor the physical network characteristics of a device, checking for
any significant change in the network characteristics to detect messages delivered from spoofed
devices. Our intuition is that the physical network characteristics of a device (e.g., RSSI) can
change significantly depending on the physical
device location, and be an effective feature for
fingerprinting devices. Figure 1 shows how an
attacker’s spoofed device can be detected with
our method. “Verifier” refers to a device that
continuously monitors the changes (checking
for anomalies) in the physical network characteristics of user devices. We imagine that APs
could play the role of a verifier.
As one would imagine, a single network
packet and its measurements are not sufficient
to provide a reliable device fingerprint information. Therefore, we suggest using k network
packets in a time window (see Figure 2). If the
network characteristics of a device do not
change significantly, packets in a time window Ti
and packets in the next time window Tiþ1 are
likely to show similar trends. Consequently, if
the network characteristics of packets collected
from a device during two time windows are significantly different and the device owner has not
altered the geographical location of that device,
there is some chance that a spoofing attack is
being performed.
However, there are many technical challenges with this kind of approach that need to
be addressed. For instance, one would have
to investigate and analyze different network
characteristics features that would be effective.

36

One would have to optimize parameters like the
window sizes and threshold values, and design
algorithms to compare packets from two subsequent time intervals. The next sections discuss
how we addressed those challenges through different experiments.
If the similarity score between packets in a
time window Ti and packets in the next time window Tiþ1 is greater than a given threshold a, it
can be classified as a suspicious (anomalous)
device.
To implement this logic, we need to compute
similarity scores between packets in consecutive
time windows. We considered the following two
popular time series algorithms: first, Euclidean
distance, and second, dynamic time warping
(DTW) distance (see the details in the work done
by Yu et al.9).

CASE STUDY
To demonstrate the feasibility, we evaluate
the performance of the proposed method on
ZigBee networks, which are popularly used in
Internet of Things applications. However, our
technique can be generalized, and be applied to
other wireless networking environments such as
WiFi and Bluetooth.
For ZigBee, we consider the following three
features that can be used for device fingerprinting. RSSI indicates the signal strength level of a
received radio signal. The higher the RSSI value,
the stronger the received signal. Round trip time
(RTT) is the sum of propagation delays of a
request packet and its response packet. RTT is
generally affected by the geographical distance
between two network parties involved in a communication. Link quality indicator (LQI) is a metric used to estimate the link quality of a received
signal. It represents how easily a received signal
can be demodulated by accumulating the magnitude of the error between ideal constellations
and the received signal.
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Procedure of Experiments
We designed experiments to evaluate the performance of the proposed method under various
conditions. For simplification, we assume that a
victim’s device and an attacker’s device are physically located 3 and m (either 4, 5, 6, 7, or 8) meters
away from the verifier, respectively. That is, we
considered two possible cases. The first case,
referred to as a normal session, uses k consecutive
packets from the victim’s device. The second
case, referred to as an attack session, uses k consecutive packets from the attacker’s device.
The detailed experiment procedure is as follows. We fixed the position of the verifier device
equipped with a ZigBee module, and placed the
prover device (i.e., either victim or attacking
device) with the same ZigBee module d meters
away from the verifier. After positioning those
devices, we started sending a 70-B packet from
the verifier to the prover, observing RSSI, LQI, and
RTT values for received packets. We repeated
this procedure every 2000 times (every 1.5 s) for
each of the prover device position. We collected
12 000 ZigBee packets in total. We performed this
experiment in a university laboratory. In this laboratory setting, WiFi signals (sharing the same
2.4 GHz bandwidth range with ZigBee) generated
from other wireless devices could have interfered
with ZigBee communications, representing worst
case environments. We wanted to show that the
proposed method can achieve high detection
accuracy even under such noisy environments.
We used two Probee Zu10 modules to measure RSSI, LQI, and RTT. RSSI and LQI were measured using the APIs provided in the ZigBee
module. However, we computed RTT with our

Table 1. Relative weights of features
for classification.
RSSI

RTT

LQI

0.574

0.425

0.001

own implementation because RTT estimation
was not supported.
We carefully analyzed the effects of each parameter, such as the window size, threshold, different
features, and similarity algorithm, finding the optimal conditions to maximize detection accuracy.

Selection of Important Features
We used a tree-based feature selection algorithm implemented in the scikit-learn library to
find an “optimal” subset of relevant features
(RSSI, RTT, and LQI) for classification. Table 1
shows the relative weights of features for detecting spoofing attacks.
We can see that LQI is not significantly meaningful at all in designing a spoofing detection
method for ZigBee networks. Therefore, we performed experiments using the two features (RSSI
and RTT) only.
Results of Experiments
Effects of Similarity Measure Figure 3
shows the comparison between the F-measure
obtained using Euclidean distance and DTW
when the window size is 256.
In general, DTW produced more stable
F-measure results compared with Euclidean distance and provides a wide range of choices for
selecting a. DTW has a maximum F-measure
(0.90 at 4 m and 0.97 at 5 m) than Euclidean

Figure 3. F-measure results (Euclidean distance versus DTW) with varying a from 1.0 to 8.0. (a) D = 4 m.
(b) D = 5 m.
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Figure 4. F-measure results for “RSSI only” with varying a from 1.0 to 8.0. (a) D = 4 m. (b) D = 5 m.

distance (0.87 at 4 m and 0.93 at 5 m). Interestingly, we can also observe an interesting pattern:
DTW produced the better F-measure results with
a  5:0 for D ¼ 4 m (or with a  3:0 for D ¼ 5 m).
Based on those results, we recommend using
DTW and present the results using DTW in the
rest of this article.
Effects of Window Size To analyze the
effects of window size on F-measure of the proposed method, we used four different window
sizes (4, 16, 64, and 256). Here, window size indicates the number of packets to be used in a time
interval. Therefore, a smaller window size is generally preferred to speed up the suspicious
device detection process.
Figures 4 and 5 show the test results for “RSSI
only” and “RSSI and RTT,” respectively. We can
see similar trends to those results except when
the window size is 4. As mentioned above, for
the windows size of 256, the proposed method
produced the best results between a ¼ 3:0 and
4.0, when D ¼ 4 m (or around a ¼ 5:0, when
D ¼ 5 m). However, the window size of 256 is relatively sensitive to a compared with the other

window sizes. That is, if one wishes to use 256 as
the window size, the threshold a should be
selected carefully. The window size of 4 does not
seem sufficient to achieve a high F-measure.
Therefore, we recommend using at least 16 window size taking just 24 s.
Effects of a We analyzed the effects of a on the
detection performance in more detail. Table 2
shows the classification accuracy results on precision, recall, and F-measure with a when the
window size is 256. We can see that “RSSI only”
and “RSSI and RTT” approaches generally produced highly accurate results.
Unsurprisingly, the test results were greatly
changed with the physical distance between
the victim device and the attacking device;
when the attacking device is more distant, the
proposed method could detect it with a higher
accuracy. When that distance is 4 m, we can
obtain the highest F-measure of 0.87 with
either “RSSI only” or “RSSI and RTT” (at a =
3.0). When that distance is 5 m, the highest
F-measure is 0.96 with either “RSSI only” or
“RSSI and RTT” (at a ¼ 5:0). Therefore, our

Figure 5. F-measure results for “RSSI and RTT” with varying a from 1.0 to 8.0. (a) D = 4 m. (b) D = 5 m.
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Table 2. Classification accuracy with a (from 3.0 to 7.0), window size = 256 and DTW.
Distance

1m

2m

3m

4m

5m

a

RSSI

RSSI+RTT

Precision

Recall

F-measure

Precision

Recall

F-measure

3.0

0.52

0.83

0.64

0.51

0.82

0.63

5.0

0.53

0.93

0.67

0.52

0.93

0.67

7.0

0.52

0.96

0.68

0.52

0.95

0.67

3.0

0.54

0.83

0.66

0.54

0.83

0.66

5.0

0.54

0.93

0.68

0.53

0.92

0.68

7.0

0.52

0.96

0.68

0.52

0.95

0.67

3.0

0.65

0.83

0.73

0.66

0.82

0.73

5.0

0.60

0.93

0.73

0.60

0.95

0.74

7.0

0.54

0.96

0.69

0.55

0.96

0.70

3.0

0.92

0.83

0.87

0.91

0.83

0.87

5.0

0.80

0.92

0.86

0.81

0.92

0.86

7.0

0.73

0.95

0.83

0.71

0.95

0.81

3.0

1.00

0.82

0.90

1.00

0.83

0.91

5.0

0.99

0.93

0.96

0.99

0.93

0.96

7.0

0.94

0.95

0.95

0.94

0.96

0.95

recommendation is to choose a between 3.0
and 5.0 for ZigBee networks. However, the proposed technique may not be effective when
the physical distance between the victim
device and the attacking device is less than 3
m because F-measure was less than 0.75 for
such conditions.
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