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Abstract

File systems are essential components of modern operating systems,
with Windows being one of the most dominant platforms. Recently,
a series of attacks have exploited the Windows file system to trig-
ger serious security threats such as privilege escalation. Over the
past several years, dozens of such attacks have been reported and
even exploited in the wild. However, Microsoft has consistently ad-
dressed these issues with targeted patches rather than fundamental
redesigns — resembling a precarious game of Jenga where security
measures are stacked upon an unstable foundation.

In this paper, we present a five-step comprehensive analysis of
the Windows file system’s design weaknesses. First, we analyze how
Windows differs from another operating system, Linux. Second,
we investigated how these discrepancies lead to security vulner-
abilities in real-world applications and identified 13 high-impact
vulnerabilities, including 11 previously unknown ones. Third, we
show that current compatibility layers in modern programming
languages fail to handle these discrepancies properly. Specifically,
we examined compatibility layers in six programming languages
and found 27 non-compliant and 9 inconsistencies, rendering these
layers unreliable. Fourth, through a user study involving 21 ex-
perienced developers, we found that most were unfamiliar with
OS-level file system discrepancies and rarely implemented appro-
priate mitigations. Finally, we analyze existing countermeasures
and discuss their limitations. Our findings reveal critical yet largely
obscured security risks resulting from design flaws in the Win-
dows file system. Furthermore, we suggest that Microsoft rethink
its strategy and address these fundamental weaknesses.
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1 Introduction

File systems are essential components of modern operating systems,
providing a storage interface to users and applications. They not
only manage the organization, but also operations, access control,
and concurrency control of files and directories. While file systems
across different operating systems share common functionalities,
their implementations can vary significantly, leading to subtle yet
critical discrepancies in their behaviors. These discrepancies be-
come particularly concerning when they impact security-relevant
behaviors, which can potentially lead to security vulnerabilities
that can be exploited by attackers.

Windows, as one of the most widely deployed operating systems
globally today, has been the target of numerous attacks exploiting
its file system designs. Over the past several years, dozens of these
attacks have been reported and even exploited in the wild, result-
ing in serious security threats including privilege escalation [65].
Despite the severity and frequency of these issues, Microsoft has
consistently addressed them with targeted patches rather than ad-
dressing the fundamental design weaknesses [11, 35, 72]. A notable
case is CVE-2020-16902, where Microsoft issued four patches for the
same vulnerability due to initial fixes being incomplete, allowing
attackers to bypass them [10]. Their strategy resembles a game of
Jenga, where security measures are continuously stacked upon an
unstable foundation. While this strategy may temporarily suppress
the issues, it is not a sustainable solution for recurring security
threats. Moreover, previous studies such as Jerry [82] focused on
finding security vulnerabilities themselves, but not on the funda-
mental causes of these vulnerabilities. These studies provide limited
insight into why such vulnerabilities frequently occur and how to
prevent them from recurring.

In this paper, we present a comprehensive five-step analysis of
the Windows file system, uncovering its design weaknesses that
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can lead to security vulnerabilities. First, we analyze how the Win-
dows file system fundamentally differs from Linux, another major
operating system that shares similar file system functionalities (§3).
Through the comparison, we identify four critical discrepancies.
Among these, we uncover two discrepancies, file locks and per-
mission inversion, that have not been previously known to cause
security vulnerabilities. All four discrepancies represent funda-
mental design differences that contribute to the recurring security
vulnerabilities in Windows.

Second, we investigate how these discrepancies lead to secu-
rity vulnerabilities in real-world Windows applications (§4). We
identify 13 high-impact vulnerabilities that are caused by the dis-
crepancies, including 11 previously unknown ones. Notably, these
vulnerabilities are found in major vendors, such as Google, Mozilla,
NVIDIA, Samsung, and Oracle. These vulnerabilities can be ex-
ploited to achieve privilege escalation, block antivirus scanning, or
even escape from sandboxed environments.

Third, we show that current compatibility layers in modern pro-
gramming languages are insufficient to handle these discrepancies
correctly, although they are widely used for writing OS-agnostic
code (§5). In particular, we identify 27 non-compliant and 9 incon-
sistent behaviors in handling file links across six programming
languages, making these layers unreliable. Moreover, we find that
no compatibility layers are available for file locks and file permis-
sions, leaving developers without cross-platform abstractions for
these critical security-relevant features.

Fourth, through a user study, we found that developers are
largely unaware of the discrepancies between Windows and Linux
file systems and rarely implement mitigations against file system
security vulnerabilities (§6). Our study of 21 professional software
developers revealed a universal lack of knowledge about these OS-
level discrepancies. Even participants with security backgrounds
failed to apply essential countermeasures such as checking link ex-
istence, proper share mode locking, or explicit permission settings.
This knowledge gap is particularly concerning as developers must
create their own protections when compatibility layers fail.

Finally, we analyze existing countermeasures and discuss their
limitations (§7). These countermeasures, which are rare and not
widely adopted, are not effective in preventing these security vul-
nerabilities. Moreover, we find that even experienced developers at
major software vendors struggle to implement effective solutions.

Our findings uncover fundamental design weaknesses in the
Windows file system that can impact security. Microsoft has con-
sistently addressed these weaknesses with targeted patches, pri-
oritizing backward compatibility and convenience over security
principles. Unfortunately, these weaknesses are not merely imple-
mentation bugs that can be patched away but rather systemic weak-
nesses that require comprehensive redesign to be fully addressed.
Without such fundamental changes, applications will continue to be
vulnerable to file-related attacks, regardless of how many individ-
ual patches developers apply. Therefore, we suggest that Microsoft
rethink its strategy and address these fundamental weaknesses.

Our contributions are as follows:

o We examine the discrepancies between Windows and Linux
file systems that contribute to recent security vulnerabilities.
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We also identify two new discrepancies that have not been
previously reported (i.e., file locks and permission inversion).

e We identify 13 high-impact vulnerabilities that arise from
these discrepancies.

e We demonstrate that either existing compatibility layers
or the common practices of developers fail to address the
discrepancies.

o We analyze existing countermeasures and demonstrate their
challenges in mitigating these vulnerabilities.

Due to the space limit, we release our Appendix online [76].

2 Overview

In this section, we introduce our threat model and research ques-
tions. We also explain the reasons for comparing the Windows file
system to Linux, and clarify the scope of our contribution.

2.1 Threat Model

We consider a privilege escalation threat model [9, 54, 63], where
the adversary initially holds limited privileges (e.g., an unprivileged
user account or sandboxed process) and aims to escalate to higher-
privilege contexts (e.g., Administrator, SYSTEM, or kernel mode) or
interfere with privileged processes (e.g., disrupting system updates
or antivirus operations) to enable further attacks. To reflect scenario-
specific differences, we explicitly provide the context and impact
of each attack at the start of its discussion (see §4).

2.2 Research Questions

In this paper, we study the design weaknesses of the Windows
file system. To demonstrate them, we reveal the security-relevant
discrepancies between Windows and Linux file systems, and how
these discrepancies can lead to security issues. To achieve these
goals, we answer the following research questions:

RQ1. How are Windows and Linux file systems designed
differently? In §3, we examine the file system designs of Windows
and Linux and identify four key discrepancies. Among them, two
discrepancies involving file locks and permission inversion are
newly identified and have not been previously reported as causes
of security vulnerabilities.

RQ2. How serious are these discrepancies? In §4, we examine
the real-world vulnerabilities that are caused by these discrepancies.
In summary, we discovered 13 high-impact vulnerabilities affecting
11 major vendors, of which 11 can be exploited to escalate privileges,
one to block antivirus scanning, and one to escape sandboxes.
RQ3. How do the existing compatibility layers handle these
discrepancies? In §5, we examine the compatibility layers in 6
programming languages such as C and C++. Unfortunately, we
found that the compatibility layers are not working well, as we
found 27 non-compliant behaviors and 9 inconsistent behaviors.
RQ4. How aware are developers of these discrepancies, and
how do they respond? In §6, we conduct a user study to as-
sess developer awareness of these discrepancies and examine the
mitigation strategies they adopt in practice. Our results show that
developers are largely unaware of the discrepancies, and they rarely
take effective countermeasures.

RQ5 What would be the countermeasures to mitigate these
vulnerabilities? In §7, we examine the existing countermeasures to
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mitigate these discrepancies. As a result, we find four countermea-
sures, each of which unfortunately has limitations. Furthermore, we
find that even experienced developers at major software vendors
struggle to implement effective countermeasures, highlighting the
need for Microsoft to address these fundamental design weaknesses
in the Windows file system.

2.3 Purpose of the Linux Comparison

In this study, we compare the Windows and Linux file systems for
two main purposes.

For intuitive explanation. We use Linux as a reference point to
help readers better understand the design of the Windows file sys-
tem. Since Linux is more familiar to many developers [70] — owing
to its open-source nature, wide academic adoption, and extensive
documentation — this comparison provides an intuitive framework
for explaining Windows-specific behaviors. Furthermore, under-
standing Linux behavior is essential for our later analysis of com-
patibility layers (§5).

For discovering Windows-specific behaviors. Comparing Win-
dows with Linux also helped us identify Windows-specific design
aspects in a principled manner. Given the substantial body of re-
search on Linux file systems, this comparative approach allowed us
to filter out well-understood common features (e.g., [50, 59]) and
focus on distinctive Windows behaviors, some of which led to the
discovery of design weaknesses in the Windows file system.
Clarification on the scope of the comparison. We emphasize
that this comparison does not imply Linux is flawless, nor that all
differences between Linux and Windows result in security vulnera-
bilities. As we show in later sections, Linux also exhibits limitations
— for example, advisory file locks (e.g., flock) have restrictions with
non-voluntary processes (§3.2), and its C++ standard library imple-
mentation has specification violations (§5). Moreover, we identified
several discrepancies between the two systems that are unrelated
to security. Due to space constraints, we focus in this paper only
on those discrepancies with security implications.

2.4 Our Contribution

Although some of the discrepancies we discuss in this paper —
link traversal [4, 7, 11, 12, 16-18, 31, 35, 72, 75, 81, 83] (§3.1) and
permission inheritance [82] (§3.3.1) overlap with previous works,
our study makes two key novel contributions.

First, two out of four identified discrepancies (i.e., file locks
and permission inversion) are new and have not been reported
to cause security vulnerabilities. Regarding file locks, while we
acknowledge that using oplocks in exploitation is popularized by
James Forshaw [4, 7, 12, 31, 35, 81, 83], file locks have not been
identified as direct causes of vulnerabilities (e.g., DoS). Also, to the
best of our knowledge, there is no public material that correlates
security vulnerabilities to file lock design choices (i.e., advisory vs.
mandatory locks), share mode locks, and permission inversion.

Second, our study provides a deeper analysis of previously
known issues, including link traversal and permission inheritance.
In particular, our study presents real-world case studies that il-
lustrate how these known problems can compound with other
discrepancies to create new security risks (§4). We further examine
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Table 1: Types of links in Windows. Each column describes
the restrictions of the links. JDSymlink is the most preferred
since it has no specific restrictions.

Link type Privilege References  Link location
NTES symbolic link ~ Administrator ~ None None

NTEFS junction None Directory None
DosDevice None None NT namespace
JDSymlink None None None

whether existing compatibility layers effectively mitigate such is-
sues (§5), study how well developers recognize these discrepancies
(§6), and analyze the real-world deployment of mitigation mech-
anisms (§7). We believe that our study can offer insights into the
design weaknesses of the Windows file system, making it a valuable
resource for both researchers and practitioners.

3 Discrepancies between Windows and Linux
File Systems

In this section, we answer RQ1 by investigating the discrepancies
between Windows and Linux file systems. We identify four key
discrepancies in three aspects: one in file link traversal (§3.1), one
in file locks (§3.2), and two in file permissions (§3.3).

3.1 Discrepancies in File Link Traversal

One major discrepancy between Windows and Linux file systems is
how they handle links. This is because Windows supports unique
types of links (e.g., DosDevice) that are not present in Linux. In the
following, we first introduce the different types of links in Windows
(§3.1.1), and then discuss the differences in how Windows and Linux
handle links in file operations (§3.1.2).

3.1.1  Background: Links in Windows. Windows provides several
types of links, which are not present in Linux. Among them, we
provide a brief introduction to four frequently used types as shown
in Table 1: 1) NTFS symbolic links, 2) NTFS junctions, 3) DosDevices,
and 4) J]DSymlinks.

NTEFS symbolic link. NTES symbolic links [50] are similar to
Linux symbolic links, allowing references to files or directories
in different locations. A key difference is that Windows requires
Administrator privileges to create symbolic links. This is a security
measure implemented by Microsoft; this prevents attackers from
exploiting them in redirecting file operations to sensitive files [43].
However, this security measure limits the functionality of NTFS
symbolic links, as applications should maintain copies of files in
multiple locations instead of simply using symbolic links. Detailed
discussion is provided in [76].

NTEFS junction. NTFS junctions [59] are links that work similarly
to NTES symbolic links. However, they can only reference directo-
ries, not files. On the other hand, unlike symbolic links, they are
less restrictive as they can reference directories across different
volumes and do not require Administrator privileges to create.
DosDevice. DosDevice [13, 46] (often referred to as object manager
symbolic link) is a special type of symbolic link that maps a simpler
name to a device or file path. For example, the name C: is assigned
to a device \Device\HarddiskVolumeX as a DosDevice. DosDevice
can be created by a regular user without Administrator privileges.
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Table 2: Link traversal behaviors of native file operations in Windows and Linux. We compare Linux system calls and Windows
APIs for three types of links: Linux symbolic links, Windows NTFS symbolic links, and Windows JDSymlinks. Note that POSIX

functions (compatibility layers) will be discussed later in §5.

Operation Linux Windows

System calls/flags  Linux symbolic link Windows APIs/flags NTES symbolic link ~ JDSymlink
open open [39] v CreateFile [55] v v
open (w/ a flag) | O_NOFOLLOW [39] X FILE_FLAG_OPEN_REPARSE_POINT [55] X v/
remove remove [40] X DeleteFile [58] X v
rename rename [41] X MoveFile [56] X v

V'/X: follows/does not follow links.

However, the link can only be placed in NT namespace [60], which
is a namespace for kernel objects in Windows. As this namespace
is separated from the file system, DosDevice cannot be placed as a
file in the file system, restricting its usage.

JDSymlink. DosDevice is frequently combined with a junction to
create a complete and unrestricted symbolic link [7, 31, 35, 75, 83].
While neither a junction nor a DosDevice can independently act as a
complete and unrestricted symbolic link, they can do so when com-
bined. This combination, which will be referred to as JDSymlink (i.e.,
Junction + DosDevice Symbolic link), follows a two-step process: 1)
it navigates the junction to the directory \GLOBALROOT\RPC Control
of NT namespace, and 2) it follows the DosDevice to the destination
file. For example, consider a JDSymlink located at C: \temp\1link that
points to C:\target\file.txt. A file operation on the link will first
traverse the junction C:\temp to \GLOBALROOT\RPC Control. Then, it
will follow the DosDevice created at \GLOBALROOT\RPC Control\link
to the target file C:\target\file.txt. As a result, the operation ef-
fectively follows the JDSymlink to the target file.

JDSymlink is preferred over the NTFS symbolic link for exploita-
tion purposes, as it can be created by a regular user without ele-
vated privileges. Both junctions and DosDevices can be created by
a regular user. Additionally, the location \GLOBALROOT\RPC Control
is accessible by all users as it serves as an endpoint for RPC calls,
which all processes need to access. These factors make JDSymlink
accessible to all users, and thus a popular choice for attackers to
redirect file operations to sensitive files [16, 31, 83].

3.1.2  Link traversal in Windows and Linux. We compared the link
traversal behaviors of native file operations on Windows and Linux.
Specifically, we compared the behaviors of open, remove, and rename
on Linux system calls and Windows APIs. Also, we additionally
compared the behaviors of these file operations on JDSymlinks, as
it is frequently used in exploiting real-world security vulnerabili-
ties [16, 31, 83]. Note that these native file operations are different
from the compatibility layers provided by programming languages,
which will be discussed in §5.

Table 2 shows the results of the comparison. While Windows and
Linux handle links equivalently for Windows and Linux NTFS sym-
bolic links, Windows handles JDSymlinks differently. In total, we
found three cases: open with a flag, remove, and rename. First, Win-
dows follows links for open even if a flag for link following preven-
tion (i.e., 0_NOFOLLOW in Linux and FILE_FLAG_OPEN_REPARSE_POINT
in Windows) is provided. This is unexpected because the flag is
intended to prevent link traversal. In particular, we found that this
flag works well for Linux symbolic links and NTFS symbolic links,
but not for JDSymlinks. Second, Windows follows links for remove,
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deleting the target file instead of the link itself. The expected behav-
ior is to delete the link itself, as shown in Windows and Linux NTFS
symbolic links. Third, Windows follows links for rename, moving
the target file instead of the link itself. The expected behavior is
to move the link itself, as shown in Windows and Linux NTFS
symbolic links.

Security implications. These unexpected behaviors can lead to
security vulnerabilities. For example, even if a developer uses a flag
to prevent link traversal when opening files, it is simply ignored
for JDSymlinks. Consequently, attackers can exploit this to redirect
file operations to sensitive files. What is worse is that the flag name
FILE_FLAG_OPEN_REPARSE_POINT implies it should work with reparse
points [61], which JDSymlinks are composed of. This can confuse
developers when diagnosing security issues. Finally, the behaviors
of remove and rename can be exploited by attackers to redirect file
operations to arbitrary files, as will be discussed in §4.

3.2 Discrepancies in File Locks

Advisory vs. mandatory locks. Operating systems typically
adopt two types of file locks: advisory locks and mandatory locks [8].
Advisory locks require processes to voluntarily use the locking
mechanism, meaning they must explicitly call functions to acquire
and release the locks. In contrast, mandatory locks enforce the
locking mechanism at the kernel level, denying access to locked files
even for processes that do not explicitly use the locking mechanism.
Both locks have their own pros and cons in terms of compatibility
and availability. Advisory locks are less compatible with existing
applications than mandatory locks. Mandatory locks can cover
non-voluntary applications due to their enforcement of the locking
mechanism. However, regarding availability, this can cause more
severe issues, as mandatory locks make locked files completely
unavailable. For example, unprivileged processes can lock files that
privileged processes need, disrupting their operations. On the other
hand, advisory locks still allow non-voluntary applications to access
locked files.
Locks in Windows and Linux. While Linux uses advisory locks,
Windows uses mandatory locks. Specifically, Linux implements ad-
visory locks through the flock [38] system call, allowing processes
to invoke it to acquire and release locks. In contrast, Windows im-
plements various types of mandatory locks, including share mode
locking [52, 55] and opportunistic locking (oplock) [64]. Share mode
locking is configured when opening a file (i.e., CreateFile [55]).
When no specific sharing mode (e.g., read or write) is specified,
access by other file operations is denied, leading to errors during
execution. Opportunistic locking (oplock) locks files similarly to
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Figure 1: Comparison of permission inheritance between
Windows and Linux. Windows files/directories inherit per-
missions from their parent directories, while Linux’s do not.

share mode locking, but it delays other file operations rather than
causing them to fail. This is useful when a process wants to avoid
causing errors for other processes.
Security implications. Two mandatory locks in Windows, share
mode locks and opportunistic locks, can cause security issues. Share
mode locks can be exploited to inject faults into file operations, dis-
rupting the expected file access behaviors of other applications. For
example, when an unprivileged process locks a file that a privileged
process needs, causing the privileged process to fail in accessing
the file. This allows attackers to exploit this issue to trigger the
fallback mechanisms of the privileged processes, potentially lead-
ing to privilege escalation. We will discuss this in more detail in
§4.4. Opportunistic locks can be exploited to delay the execution of
privileged processes, potentially causing a denial of service. This
issue is sometimes used to win the file race condition in exploiting
vulnerabilities, as we will discuss in §4.2.

One interesting thing to note is that Linux initially implemented
a mandatory lock in v2.6.12-rc2 [79], but later removed it in
v5.15 [32]. This lock has been known to cause file race conditions,
as noted in existing documentation [37, 79]. For example, if a pro-
cess acquires a lock immediately after another process has started
writing to a file, the lock can be unreliable. Since file operations
check for a lock only at the beginning of the operation, a lock can
be obtained in the middle of an ongoing file operation. Therefore,
the process may experience data changes even though the lock is ac-
quired. This and many similar issues eventually led to the decision
to remove the mandatory lock in Linux.

3.3 Discrepancies in File Permissions

Windows and Linux also have two discrepancies in file permissions:
permission inheritance and permission inversion.

3.3.1  Permission Inheritance. Windows and Linux are fundamen-
tally different in managing file permissions. In Linux, file permis-
sions are primarily bound to file ownership. When creating a file,
the system explicitly sets permissions based on the user who creates
the file. The file owner has fine-grained control over access rights;
they can configure read, write, and execute permissions separately
for the owner, groups, and others. These permission settings are
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é to the SYSTEM only Group: SYSTEM
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Figure 2: Example of permission inversion in Windows. Files
created by regular users can deny access to SYSTEM.

bound to the file itself and persist even when the file is moved to
different locations in the file system.

Unlike in Linux, Windows primarily binds file permissions to
the parent directory through inheritance. When creating a file, it
automatically inherits the permissions from its parent directory
by default [47, 62]. While Windows provides mechanisms to dis-
able permission inheritance, this requires explicit configuration
that developers mostly overlook (i.e., SetNamedSecurityInfo [57]
with PROTECTED_DACL_SECURITY_INFORMATION [49]). Therefore, files
possess permissions of their parent directories most of the time,
which may be more permissive than desired.

Figure 1 shows an example of file permissions in Windows and

Linux. Typically, Linux uses /tmp as a temporary directory, and
Windows uses the environment variable %Temp%. In Linux, if a privi-
leged user creates a directory under /tmp, permissions are explicitly
set based on the owner, preventing access by regular users. How-
ever, in Windows, a directory under %Temp% (e.g., C: \Windows\Temp)
inherits permissions from %Temp%, which is permissive enough for
regular users to create new files or directories within it.
Security implications. Due to this inheritance mechanism, files in
Windows may unintentionally allow access to regular users based
on where they are located. This contrasts with Linux, where files
with restrictive permissions remain inaccessible to unprivileged
processes regardless of their location. In Windows, if a file is placed
in a user-writable directory, it inherits those permissive permissions
from the parent directory. This potentially allows regular users to
access it. As we will discuss in §4, this inheritance behavior has led
to real-world security vulnerabilities.

3.3.2  Permission Inversion. In Windows, as shown in Figure 2, reg-
ular users can create files with inverted permissions that block
access for higher privileged processes while allowing access to
regular users. This is due to the absence of a strict file permission
hierarchy between users and groups. Unlike Linux, where the root
user can access any file regardless of permissions, Windows does
not differentiate between high-privileged and regular users in this
manner. In other words, while high-privileged users generally have
more permissive access, they cannot access every file while ignor-
ing the permissions of the file itself. This is because Windows uses
a list of Access Control Entries (ACEs) [45] to manage file permis-
sions, which specifies access allowance and denial for each user
and group. Due to no differentiation, regular users can add an ACE
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that denies access to higher privileged users, blocking their access.
As a result, the file will be inaccessible to higher privileged users,
while allowing access from regular users.

Security implications. Regular users creating such files can po-
tentially cause security issues. For example, an attacker can deploy
a malicious file with an ACE denying access from antivirus soft-
ware, to block the software from scanning the file. Moreover, this
can prevent the file from being deleted even when it is somehow
recognized as a malicious file. Additionally, a malicious user can
create such a file to interfere with the file operations of privileged
processes by replacing the target files with malicious ones, poten-
tially causing a denial of service. We will discuss these issues in
more detail in §4.5.

Answer to RQ1: Windows and Linux have four key discrepan-
cies in file systems: 1) link traversal with JDSymlink, 2) advisory
and mandatory locks, 3) permission inheritance, and 4) permis-
sion inversion.

4 Real-World Cases

In this section, we answer RQ2 by presenting real-world cases
that are related to the issues in §3. We analyzed 25 real-world soft-
ware (detail in [76]) and identified related vulnerabilities to verify
whether our findings are also applicable to experienced developers.
As a result shown in Table 3, we identified and reported 13 vulner-
abilities across software from 11 different major vendors, including
Google, Mozilla, NVIDIA, Samsung, and Oracle. In the following,
we present interesting cases from these findings and categorize
their root causes.

4.1 Analysis Methodology

To demonstrate the impact of the discrepancies discussed in §3, we
attempted to systematically select candidate programs for in-depth
manual analysis. Given that most real-world Windows software
is closed-source and typically large, systematic selection is crucial
for efficient analysis. To achieve this, we first filtered programs
that request UAC elevation by parsing their manifest files, ensuring
that the programs are executed with elevated privileges. Next, we
analyzed the Import Address Table (IAT) of each binary to identify
the usages of relevant file operations. For statically linked binaries
that do not have an IAT, we used tools such as IDAPython [22],
Lumina [23], and FLIRT [21] to trace the file operations. After iden-
tifying candidate programs through these processes, we manually
analyzed them to discover vulnerabilities related to the discrepan-
cies. We explain the details in [76].

4.2 Case 1: Firefox Updater EoP to SYSTEM

This vulnerability case demonstrates how challenging it is to miti-
gate the issues we presented. Firefox has an automatic updater that
runs in the background to check and install updates. This updater
operates with elevated privileges through a Windows service, al-
lowing it to apply updates without user interaction, such as UAC
prompts. The updater applies the mechanism of privilege separation
to mitigate potential security vulnerabilities. In other words, the
updater is executed in two distinct processes: one with the regular
user privilege and the other with the SYSTEM privilege. Additionally,
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Figure 3: Firefox updater EoP vulnerability overview. Note
that the lock file update_elevated.lock is located under
C:\ProgramData, which is permissive to regular users.

although the updater attempted to ensure file integrity by using
a restricted share mode lock during the update process, it failed
to achieve this goal. Figure 3 illustrates how an attacker bypasses
these mechanisms to trigger vulnerable file operations.
Permission inheritance. Due to the inheritance of permissions
in the C:\ProgramData directory, an attacker with a user privilege
can create a JDSymlink on a file used by a privileged updater (D
in the attack scenario). During the update, Firefox updater creates
a file to update_elevated. lock, which indicates the execution con-
text of the update process (). If update_elevated. lock exists, this
means that the updater process is executed via the Windows ser-
vice. Otherwise, it means that the updater process is executed by
a privileged user. The update process keeps a handle to the file
open using CreateFile with a dwShareMode of NULL (i.e., restricted
share mode lock), to prevent external deletion or modification of
the update_elevated. lock file. Later, during the completion of the
update process, the update_elevated. lock file is deleted, and this
file deletion is performed with SYSTEM privileges (@). Unfortunately,
the permission of a directory that update_elevated.lock is located
was inherited from the C:\ProgramData, so an attacker with user
privileges can create a JDSymlink on update_elevated.lock (3).
Link traversal. An attacker can use a JDSymlink to bypass the
Firefox updater’s file-locking mechanism, redirecting the vulnerable
file deletion (®). In general, since the updater already holds a han-
dle to the update_elevated.lock file with a restricted dwShareMode,
an attacker cannot create a JDSymlink to this file. However, an at-
tacker can still exploit this file operation because even CreateFile
also can be redirected through a JDSymlink. That is, the attacker
can redirect the CreateFile call with a restricted dwShareMode to
another file using a JDSymlink, and later replace it with another
JDSymlink for exploitation before the file deletion operation occurs.
In conclusion, although Firefox updater implemented measures to
prevent attackers from modifying the update_elevated.lock file,
we were able to bypass these measures using a combination of
JDSymlink and opportunistic locks (see §3.2).

Opportunistic locks. Although the series of processes described
above may seem unlikely to occur reliably, an attacker can exploit
opportunistic locks to precisely and reliably control the file opera-
tion sequence to win the race condition [4, 13, 15]. In this case, an
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Table 3: Discovered vulnerabilities in real-world software.

# Software Status CVEID Impact Description

1 Google Chrome Fixed CVE-2024-1694 EoP Redirection of file move operation on a code red file

2 Google Chrome Fixed CVE-2024-7977 EoP Improper file deletion on chrome_installer.log file during the update
3 Mozilla Firefox Fixed CVE-2025-2817 EoP Redirection of file deletion operation on update_elevated.log file

4 Mozilla Firefox Confirmed - Sandbox Escape  Blocking file operations of Firefox updater using share mode locks

5 Oracle Java Fixed CVE-2025-50063  EoP Redirection of file deletion operation on baseimagefams file

6 NVIDIA App Confirmed - EoP Redirection of file deletion operation on mouseLut. json file

7 Samsung Magician Fixed CVE-2025-32098  EoP Redirection of file deletion operation on Optimization directory

8 Docker Desktop Fixed CVE-2025-3224 EoP Redirection of file deletion operation on config directory

9 360 Total Security Antivirus  Fixed - DoS Blocking file access of the antivirus core process using deny permissions
10 Gen Digital CCleaner Fixed CVE-2025-3025 EoP Redirection of file deletion operation during the cleaning feature

11 libcurl Fixed - EoP Redirection of file deletion when using logging options

12 MalwareBytes Antivirus Duplicate CVE-2024-6260 EoP Redirection of file deletion on updatrpkg directory

13 Foxit Reader Fixed CVE-2024-38393  EoP Improper write access permissions granted to user for Addon directory

attacker can delay a file deletion operation with an opportunistic
lock targeting the update_elevated. lock file. During this delay, the
attacker can reliably create a JDSymlink pointing to the target file,
before the deletion operation occurs. Afterward, the attacker can
release the lock to proceed with the deletion operation.

4.3 Case 2: Firefox Updater DoS in Sandboxed
Process

This case demonstrates that these issues can be exploited even
within processes that have strictly limited privileges, such as a
browser sandbox. Firefox updater attempts many file operations on
the Mozilla Firefox directory in the C:\ProgramData. Therefore, we
investigated whether the permissions for such files or directories
are strictly restricted for sandboxed processes and found that they
are not. Additionally, we examined how these issues can lead to
critical security vulnerabilities. Figure 4 illustrates the overall flow
of this vulnerability. As a result, this issue can be exploited to cause
a continuous Denial of Service (DoS) to the Firefox browser. This
forces the user to remain on a lower version of Firefox.
Permission inheritance. Due to permission inheritance on the
C:\ProgramData directory, even the browser sandbox process could
access update-related files. Firefox employs a complex sandbox
architecture, details of which can be found in Mozilla’s official
documentation [66]. While the update is in progress, the updater
process logs the status of the update to update.status file. As
in the Firefox updater case, the path inherits permissions from
C:\ProgramData. Unfortunately, even the network process running
with Untrusted integrity and the data decoder and GPU processes
running with Low integrity were able to perform read operations
on the update.status.

Abusing the share mode locking. If an attacker has gained code
execution in a sandboxed process, they can exploit the share mode
locking mechanism to cause a continuous DoS of Firefox updater.
The attacker can preemptively open a handle to the update.status
file with restrictive dwShareMode flags, as the sandboxed process
has read permissions for the update.status file. This would re-
sult in the update process being unable to perform file operations
on update.status, due to restricted dwShareMode, resulting in an
ERROR_SHARING_VIOLATION error code. In addition, the update.status
file has a critical role in sharing update progress between separate
updater processes. If Firefox updater fails to obtain a write han-
dle to update.status, it treats this as a critical internal error and
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Figure 5: Chrome updater EoP vulnerability overview.

terminates the update process. Afterward, the update will not be per-
formed until the updater attempts the new update process several
times. Furthermore, when using another browser-based application
with a permission similar to the Firefox sandboxed process, it can
continuously interrupt the update process even if Firefox is closed.

4.4 Case 3: Chrome Updater EoP to SYSTEM

Chrome also has a similar issue with Firefox. Notably, the Chrome
updater is aware of the potential security risks and attempts to
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Figure 6: 360 Total Security antivirus DoS overview.

mitigate them by performing file operations with low privileges
using impersonation that is described in §7.2.

However, by abusing the share mode locking, an attacker can
force the Chrome updater to perform vulnerable file operations
with SYSTEM privileges. Figure 5 (and code in [76]) shows the
process of how an attacker abuses these mechanisms and redirects
a file operation executed with elevated privileges.

Permission inheritance. When urgent updates are required, the
Chrome updater downloads a file known as Code Red (). The file
is downloaded to the path %LocalAppdata%{GUID}, which inherits
permissions from %USERPROFILE%\AppData. Since this path is user-
writable, an attacker with user privileges can modify this directory
or sub-files.

Abusing the share mode locking. As seen in the figure, the
updater first performs the file move operation with the logged-on
user’s privileges (). However, if the operation fails for any reason
(@), it retries the operation with elevated privileges (). Therefore,
if an attacker who has obtained the user privileges opens the file
with dwShareMode set to NULL or FILE_SHARE_READ (@), the initial
attempt will fail, and the file move operation will be executed with
SYSTEM privileges.

Link traversal. Similarly, by making a JDSymlink on the path, the
attacker can redirect the privileged file move operation (©®). From
the perspective of applying the exploit primitive [83], MoveFileExW
has the same effect as file deletion on the source path. As a result,
an attacker with user privileges can redirect the file move operation
during the Chrome update process, making it into an arbitrary file
deletion, and achieves SYSTEM privileges.

4.5 Case 4: 360 Total Security Antivirus DoS

We found that even antivirus software developers fail to prop-
erly consider the Windows file permission structure. In general,
antivirus software must be granted with ultimate permissions to
effectively detect or remove malware within the system. However,
we demonstrate that abusing the permission structure can block
antivirus software from detecting and removing malware. Figure 6
shows how an attacker can interrupt the operation of the antivirus.
Permission inversion. We discovered that by using deny permis-
sion, it is possible to create malware that can never be detected by
360 Total Security antivirus. As previously mentioned, a user with
the Write DAC permission on a file can also set “deny” permissions
for users in other groups (@). In other words, an attacker can con-
figure permissions on a file such that they have access while the
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SYSTEM group is denied access. For example, if a malicious drop-
per configures a file with such deny permissions and subsequently
writes malicious content to it, any attempt by the antivirus to read a
file for the detection will fail, returning an ERROR_ACCESS_DENIED er-
ror code. As a result, the attacker can create a file that is completely
impervious to antivirus detection.

Answer to RQ2: We demonstrated that these discrepancies can
lead to critical security vulnerabilities from 11 different vendors.
Additionally, we showed that such vulnerabilities could arise
in various components such as browser sandboxes, antivirus
software, and software updater.

5 Compatibility Layers between Windows and
Linux

In this section, we answer RQ3 by examining the compatibility
layers between Windows and Linux.

Target. We investigate the implementation of file operations in
six programming languages: C, C++, Python, Java, Go, and Rust,
focusing on five common operations: open, create, remove, copy,
and rename. For each operation, we selected the most represen-
tative function that provides fine-grained control options (e.g.,
0_NOFoLLOW) for handling links. We also investigated the functions’
behaviors with three types of link-related flags: 1) link traversal
prevention, 2) link ignoring, and 3) exclusive creation.

Results. Because some behaviors are not clearly defined in the
specification, we categorized our results into three groups: confor-
mant, non-compliant, and inconsistent. Conformant behaviors are
those that either align with the specification or behave the same
on Windows and Linux. Non-compliant behaviors are those that
do not follow the specification, while inconsistent behaviors are
those that are not clearly defined in the specification and behave
differently on Windows and Linux.

Our results demonstrate that the compatibility layers between

Windows and Linux do not properly handle these discrepancies. In
particular, we found 27 non-compliant behaviors and 9 inconsistent
behaviors as summarized in Table 4 (detail in [76]). The table is
organized into four parts: 1) specification, 2) Linux implementa-
tion, 3) Windows with NTFS symbolic links, and 4) Windows with
JDSymlinks. For each function and flag combination, we first ex-
amined the specification to understand the expected link traversal
behaviors. We then investigated the actual behaviors on Linux and
Windows with NTES symbolic links to assess how well they follow
the specifications. Finally, we analyzed Windows with JDSymlinks
to understand how this other link type affects the behavior of these
functions. Detailed results are provided in [76].
Non-compliant and inconsistent behaviors. Notably, compati-
bility layers fail to properly handle the link traversal behaviors of
JDSymlinks. Since these layers are implemented on top of the native
Linux system calls and Windows APIs, they inherit the problematic
behaviors we identified earlier in §3.1.2. As demonstrated before,
Windows APIs incorrectly follow JDSymlinks in all operations
including open, remove, and rename — even when a link traversal
prevention flag is given. Compatibility layers should have provided
mechanisms to prevent or mitigate these problematic behaviors,
but they failed to do so.
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Table 4: Behaviors of file-related functions on Windows and Linux.
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Moreover, compatibility layers had more non-compliant behav-
iors than the native implementations. For example, open in C and
Python followed Windows NTFS symbolic links even when the
exclusive creation flags were given. According to the specification,
open with the exclusive creation flag should fail if it is given a link.
Additionally, we identified a notable non-compliant behavior in
the Linux copy implementation, where it fails to follow destination
symbolic links despite being required to do so by the specification.
This behavior was unexpected as Linux implementations gener-
ally follow specifications strictly. We reported this issue to the gcc
developers, and they acknowledged it as a defect.

Linux copy implementation used open with 0_CREAT | O_EXCL
flags on the destination to avoid overwriting existing files by de-
fault. However, open with these flags also fails when the destination
is a symbolic link, even if the target location is empty. While this be-
havior of open is intentional to prevent privileged applications from
creating files in unintended locations [27], copy does not intend
this behavior. As a result, incorrect usage of open with exclusive
creation flags results in a non-compliant behavior of copy, which
specifies that it should follow symbolic links on the destination.
Missing compatibility layers. We attempted to investigate the
implementation of file locks (§3.2) and file permissions (§3.3), but
could not find suitable compatible implementations across our target
languages. This is likely due to the significant differences in their
designs between the two operating systems. In particular, for file
locks, Windows uses mandatory file locking, whereas Linux uses
advisory file locking. These two locks are fundamentally different
in their blocking behaviors for non-voluntary applications, which
is discussed in §3.2. Therefore, finding a unified implementation

for file locks is challenging.
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Similarly, creating a unified implementation for file permissions
is difficult due to the distinct designs of the two operating systems.
Windows uses an Access Control Entry (ACE) list to manage file
permissions [45], whereas Linux uses a mode tied to the file. In
Windows, permission checking involves traversing the ACE list,
while in Linux, it only requires checking the access mode (ie.,
00777). Consequently, setting a file to allow all users to read is not
straightforward in Windows, as a single deny ACE can override
an allow read ACE. Removing the problematic deny ACEs is an
option, but it may not be desirable for developers who need more
restrictive permissions for specific users or groups.

Nevertheless, chmod [26, 36, 51] could be considered for a uni-
fied implementation for file permissions. However, it is limited to
configuring only read and write permissions on Windows. The
Windows implementation of chmod does not actually modify the
ACE list but instead sets or clears the read-only attribute flag on the
file when write permission is toggled. This means that chmod with
read permission does not guarantee the ability to read a file if there
are explicit deny ACEs in the permission list. Furthermore, chmod
cannot handle permission inheritance, which is a crucial aspect of
file permissions discussed in §3.3.

Answer to RQ3: Compatibility layers between Windows and
Linux are insufficient to handle the discrepancies between the
two operating systems, having many non-compliant and incon-
sistent behaviors in handling file links. Moreover, no compati-
bility layers are available for file locks and file permissions.
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6 User Study

To answer RQ4, we conducted a user study to assess how aware
developers are of the discrepancies discussed in §3.

6.1 Study Protocol

At the beginning of the study, participants were provided with a con-
sent form that outlined the scope of data collection, including the
recording of screen activity and voices. They were informed about
the overall study procedures and explicitly reminded of their right
to withdraw at any time without penalty. To maintain ecological
validity and observe authentic coding behaviors, we intentionally
withheld the study’s core research objectives, minimizing the risk
of bias associated with increased security awareness [1, 3, 68]. After
completing the programming tasks, we conducted an exit interview
to explore participants’ awareness of file system-related discrep-
ancies across operating systems. Each participant received a $20
compensation, an amount guided by prior research [28, 73]. In ad-
dition, participants were informed that this was a research study
and were motivated by interest in security, rather than financial
incentives. On average, participants spent 88.4 minutes completing
the study (o = 45.2). Prior to the main study, we conducted a pilot
study with two participants, using their feedback to refine the study
structure, interview questions, and procedural guidelines.

6.2 User Study Design

Our user study consisted of two parts: a programming task and an
interview.

6.2.1 Programming Task Design. We asked participants to imple-
ment a cross-platform logging system that runs with elevated priv-
ileges on both Windows and Linux. We provided virtual machines
running both Windows and Linux for 24 hours to each participant,
allowing them to use enough time to complete the task. Also, we al-
lowed our participants to use any resources they wanted, including
installing their own IDEs, searching the Internet, and using Al tools.
This is to ensure that our participants can complete the task as they
would usually do in a real-world software development scenario.
We provided skeleton code and asked participants to implement
two key components: logging directory setup and file operations.
Logging directory. We asked our participants to first choose a
proper temporary path on Windows and Linux. After the path is
chosen, the logging system should create a directory named with
the current date within the chosen path. After creating the logging
directory, the system will create and manage both the log file and
backup file within this directory. Participants were informed that
the logging system would run with elevated privileges as part of
a system service. Our goal was to observe how developers would
naturally implement such a component under realistic conditions,
without specific guidance on security risks or defenses.

We note that, in practice, improper access control on privi-
leged logging directories can expose systems to local attacks. On
Windows, secure configurations typically require setting appro-
priate Access Control Lists (ACLs) [45] and adjusting inheritance
rules [62]. On Linux, this involves setting restrictive file mode bits
and ownership. These platform-specific steps are crucial for pre-
venting unauthorized access to sensitive log files.
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File operations. We asked our participants to implement three
file operations: open, remove, and rename. Specifically, open writes
log messages to the log file; remove deletes the backup file once a
backup is completed; and rename renames the log file to a backup
file when its size exceeds a predefined threshold.

The task design intentionally reflected real-world development
scenarios, where file operations performed under elevated privi-
leges can carry implicit security risks such as unintended symbolic
link traversal. We sought to observe whether participants would
recognize and address these risks in their implementation.

6.2.2 Interview Design. After completing the programming task,
we conducted interviews to explore participants’ awareness and typ-
ical practices related to OS-level file system differences. We asked
them to reflect on the behavioral differences between Windows
and Linux file systems and how they would address such issues
in real-world development. Participants also discussed their prior
knowledge and experience with these platform-specific character-
istics, as well as possible mitigation strategies they might consider
in their own code. Following the interviews, they completed a post-
task survey that included demographic questions and a security
quiz designed to assess their background in secure software de-
velopment. Details of the interview and survey instruments are
provided in the Supplementary Materials.

6.3 User Study Results

Demographics. We recruited 21 professional software developers
through prior industry collaborations and personal contacts. The
developers were employed at a diverse range of software companies,
including a global IT corporation with over 30,000 employees and
a smaller company with a team of approximately 20 employees.
Of the 21 participants, 16 (76.2%) were aged between 26 and 35,
while 3 (14.3%) fell within the 18-25 age group, and 2 (9.5%) were
in the 36-45 age range. In terms of gender, 18 (85.7%) participants
identified as male.

Participants in our study had an average of 10.7 years of pro-
gramming experience (o = 5.7). Python was the most frequently
used programming language, reported by 17 participants (81.0%),
followed by C/C++ with 7 participants (33.3%). Visual Studio Code
(VSCode) [44] was the most commonly used integrated develop-
ment environment (IDE), with 12 participants (57.1%) indicating it
as their primary development tool. Linux was the most frequently
used operating system, reported by 18 participants (85.7%). For
programming-related assistance, ChatGPT [69] was the most widely
used resource, with 17 participants (81.0%) regularly relying on it.

We evaluated participants’ security knowledge through a
quiz [67], classifying those who answered all questions correctly (6
out of 21) as having a security background, and the rest (15 partici-
pants) as having limited security knowledge. Additionally, when
asked about prior experience with security, all but one participant
self-reported exposure to security topics, such as completing an
undergraduate course in computer security. Detailed demographics
are described in [76].

Functionality and security of developers’ code. We analyzed
participants’ submitted implementations for both functional cor-
rectness and security. Nineteen out of twenty-one participants
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submitted code that compiled and satisfied the task requirements—
specifically, correctly writing to the log file and performing the
backup operation at least twice—indicating that most were able to
meet the intended specification. According to the post-task inter-
views, all participants reported using Al-powered coding assistants
(e.g., ChatGPT [69], Cursor [2], GitHub Copilot [19]), and twelve
additionally referred to online resources such as Stack Overflow and
official API documentation. However, despite this widespread use
of automated and community-based support, our security analysis
(detailed in [76]) revealed that all participants introduced vulnerabil-
ities involving unchecked symbolic links, insecure use of privileged
temporary directories, and unsafe file system API usage.

This finding highlights that even experienced developers of-

ten lack the knowledge or resources needed to properly mitigate
OS-level file system vulnerabilities. Notably, when these issues
were discussed during post-task interviews, several participants at-
tempted to justify their insecure implementations. One participant
(P13) expressed this view, stating: “Network-layer defense is what
really matters. If an attacker already has local access, the system is
probably exposed to other attacks anyway, so I don’t really bother
defending against that when developing software.” However, this
perception is also problematic. In practice, local, unprivileged users
can significantly contribute to security vulnerabilities. Without
clear guidelines or secure default settings, developers may overlook
file system security, even in privileged components.
Developers’ awareness of security discrepancies. To under-
stand developers’ awareness and practices regarding OS-level file
system discrepancies, we conducted semi-structured interviews
following the programming task.

In the first part of the interview, we asked participants whether
they were aware of discrepancies in file system behaviors be-
tween operating systems, particularly between Windows and Linux.
Notably, none of the 21 participants demonstrated substantial
knowledge of these discrepancies. While two acknowledged su-
perficial distinctions—such as variations in path separators or re-
liance on conditional compilation directives (e.g., #ifdef)—their
understanding remained limited. When prompted about common
cross-platform development practices, only two participants men-
tioned relevant solutions—one referenced abstracting file opera-
tions through wrapper functions, while another cited using portable
libraries such as Standard Template Library (STL) and Boost.

In the second part of the interview, we examined participants’
awareness of and mitigation strategies for three key file system secu-
rity issues: (1) symbolic links, (2) file locking (including CreateFile’s
share mode locking and oplock), and (3) the use of privileged tem-
porary directories. Ten participants recognized that symbolic links
could be exploited by attackers to redirect access to unauthorized
files, but only one participant (P19) demonstrated knowledge of
effective mitigation strategies, specifically proposing to verify the
inode number after opening a file. In contrast, none of the partici-
pants showed an understanding of the semantics or risks associated
with file locking, including share modes or oplocks. Meanwhile,
nine participants correctly identified the risks related to privileged
temporary directories and described appropriate mitigations, such
as controlling access permissions. Notably, only five participants
appeared in both the symbolic link and temporary directory groups,
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suggesting that awareness and mitigation capabilities were frag-
mented rather than consistently distributed across participants.
Limitations. We identify three key limitations that should be
considered when interpreting our findings. First, our task design
necessarily abstracted away many contextual factors present in
real-world software development—such as team collaboration, pro-
duction deadlines, and organizational security policies—which may
influence how developers prioritize or balance security in practice.
Second, although we avoided providing explicit security instruc-
tions to prevent priming effects, the task structure may have implic-
itly guided participants toward vulnerable patterns. This limitation
is partially mitigated by the fact that security requirements are
often explicitly stated in real product development settings. More
importantly, despite the potential influence of task framing, none
of the participants produced secure implementations, suggesting
that the observed vulnerabilities reflect broader challenges in se-
cure software development. Lastly, our findings may have limited
generalizability due to the composition of our participant pool.
While the tasks required C/C++ programming, most participants
reported Python as their primary language. Nevertheless, C/C++
was the second most frequently used language, and all participants
demonstrated sufficient proficiency to complete the tasks.

Answer to RQ4: Our user study reveals that developers have
limited awareness of OS-level file system discrepancies between
Windows and Linux and rarely implement effective mitigation
strategies. While some participants recognized risks such as
symbolic link attacks or insecure temporary directories, their
understanding was generally insufficient to inform secure cod-
ing decisions. Notably, none were aware of Windows-specific
file locking mechanisms.

7 Countermeasures

In this section, we answer RQ5 by investigating our target appli-
cations (list in [76]) for the existing countermeasures to mitigate
security vulnerabilities that are caused by the discrepancies. Also,
we discuss the challenges of mitigating these vulnerabilities given
the weak design of Windows file system.

7.1 Kernel-Level Countermeasures

Windows redirection trust mitigation. To prevent link traversal
attacks, Windows provides a mitigation called Redirection Trust
Mitigation [53]. When enabled, this mitigation prevents processes
from following junctions. This can be effective against JDSymlinks
as they rely on junctions, blocking their traversal. The mitigation
can be enabled per process through the Windows API or group
policy settings.

However, this mitigation is coarse-grained, meaning that a pro-
cess with this mitigation enabled cannot follow any junctions that
are created by a non-privileged actor [34]. This can be problematic
as legitimate junctions may be needed for applications to function
properly. For example, in the Microsoft’s winget-pkgs, the miti-
gation prevented a user from updating or uninstalling a package
because the winget process was blocked from accessing its own
legitimate junction [42]. When this mitigation is enabled, applica-
tions may struggle to function properly as they cannot traverse
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these predefined junctions. Moreover, this mitigation is poorly doc-
umented, thereby developers are hardly aware of this mitigation.
We could not find any applications that use this mitigation other
than a few Microsoft’s applications, such as Microsoft Office 365,
Windows installer and spooler service.

Custom kernel drivers. To solve the problems of file locking and
permission checking, some vendors implement custom Windows
kernel drivers. For example, Avast antivirus software uses a kernel
driver to perform file operations without interference from attack-
ers. This driver replaces standard file operation handlers with its
own implementation that bypasses normal permission checking
and locking mechanisms. This capability is crucial for antivirus
functionality — when scanning or quarantining malicious files, the
antivirus must be able to access files regardless of any locks or
permission restrictions that malware may try to impose. As we saw
in §4.5, without this kernel-level access, attackers can prevent the
antivirus from quarantining detected malware by manipulating file
permissions and locks.

However, implementing custom kernel drivers requires signifi-
cant expertise and resources. It demands careful engineering and a
deep understanding of the Windows kernel and file system inter-
nals, since driver bugs can cause system-wide crashes. Additionally,
deploying drivers on Windows requires submitting them to Mi-
crosoft for validation and signing [25] — a process that is both
costly and time-consuming. Due to these high barriers to entry,
we found that only a small number of applications implement this
mitigation, especially antivirus software.

7.2 Application-Level Countermeasures

We found some applications implement their countermeasures at
the application level. In total, we found four countermeasures used
in these applications : 1) checking link existence, 2) share mode
locking, 3) explicit permissions, and 4) impersonation.

Checking link existence. First, applications can prevent unin-
tended link traversals by checking for links before file operations.
They can check either final path or for reparse point. Chrome checks
the final path by comparing the resolved path with the original
path [20]. Alternatively, the NVIDIA App checks for reparse points
by trying to remove the link itself if the target is a reparse point [61],
which is true for all types of links. After detecting a link, applica-
tions can reject the operation or verify the link target.

Share mode locking. Second, as shown in §4.2, Firefox updater
uses a share mode locking to prevent external modification of the
update_elevated. lock file. As demonstrated in §3.2, on Windows, if
there is already an open handle to a specific file, any access modes
not specified in the dwShareMode of that handle are denied, even to
processes with higher privileges. Using this mechanism, programs
can prevent an attacker from modifying the file while it is in use.
However, we found that this could be bypassed by redirecting the
file operation that applies the share mode locking.

Explicit permissions. Third, Microsoft Office 365 explicitly
configures restrictive permissions on its data directory (i.e.,
C:\ProgramData\Microsoft) to prevent unauthorized access. The
data directory does not inherit permissions from its parent direc-
tory (i.e., C: \ProgramData), which has more permissive settings. This
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ensures its critical application data remains protected regardless of
the parent directory’s settings.
Impersonation. Fourth, Chrome updater drops its privileges on
file operations by impersonating the user before performing the
operations. It masquerades as the user and performs the file opera-
tions with reduced privilege. If they are unexpectedly redirected to
privileged files, the operation will fail due to the lack of privilege.
This way, attackers cannot tamper with the files they cannot access.
Limitations. While these countermeasures can be effective when
properly implemented, they have limitations. They require thor-
ough testing to ensure comprehensive coverage, as missing even
one check can create a security vulnerability. Moreover, checking
link traversals can be bypassed using time-of-check-time-of-use
(TOCTOU) attacks, where an attacker passes the checks with regu-
lar files and then replaces them with links afterward.
Furthermore, some countermeasures, such as impersonation,
may break the functionality of applications. Specifically, it is hard
to determine whether the file operation can successfully run with
the reduced privileges. Due to this, Chrome updater retries the
operation with the original privileges if it fails the operation with
the reduced privileges. However, as we saw in §4.4, this retry mech-
anism can be exploited by attackers to bypass the mitigation.

7.3 Challenges of Mitigating the Vulnerabilities

Responses from developers of major software vendors. Even
experienced developers at major software vendors struggle to imple-
ment effective countermeasures. This was evident in the responses
we received to our vulnerability reports. For example, when we
suggested impersonation as a fix for a vulnerability in Firefox up-
dater (§4.2), the bug triage owner remarked that impersonation is
“tricky” to implement correctly. Similarly, Docker’s security team
responded to our report with an argument that the underlying
issue is a Windows bug, rather than a flaw in Docker. Finally, the
maintainer of curl acknowledged the difficulty of addressing the
reported vulnerability, noting that he was uncertain of a better
solution than they currently do. He also mentioned that although
he has tried multiple approaches previously, these approaches still
introduced other significant challenges and risks.

Our recommendation. We strongly believe that the root cause
of these vulnerabilities lies in the fundamental design weaknesses
of the Windows file system. Without addressing these core design
issues, similar security problems will continue to emerge across
the ecosystem. These vulnerabilities affect all Windows applica-
tions, not just Microsoft’s own products for which they have cre-
ated targeted patches. Based on the responses from developers we
contacted, it is clear they are not at fault for these vulnerabilities
but rather victims of the file system’s design flaws. We argue that
Microsoft should fulfill its responsibility to provide a secure and
reliable base for all applications to run on, rather than pushing the
burden onto application developers to mitigate the vulnerabilities.
Responses from Microsoft. To deliver our concerns to Microsoft,
we reported the fundamental issues with their real-world case ex-
amples to their response center. We also recommended that they
should at least update the descriptions of file-operation-related
APIs on MSDN to address the issue clearly, in case resolving the
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root causes takes significant time. However, their response was dis-
appointing. While they acknowledged the issue, they categorized
its severity as low and indicated that there were no immediate plans
for remediation. In other words, these issues will likely remain un-
addressed, leaving the whole ecosystem of Windows applications
affected by these vulnerabilities.

Answer to RQ5: We found that existing countermeasures un-
fortunately have limitations. Moreover, we found that even expe-
rienced developers struggle to implement effective countermea-
sures. We believe the root cause lies in fundamental Windows
file system design weaknesses. Therefore, Microsoft should ad-
dress this directly rather than through targeted patches.

8 Discussion
Exploit primitive. The exploit primitive [83] in Windows al-
lows attackers to transform a file deletion or move vulnera-
bility into privilege escalation. This primitive abuses the roll-
back mechanism of the Windows Installer when an MSI pack-
age installation fails. Attackers can leverage the vulnerability
using a link (e.g., JDSymlink) to redirect a file operation to re-
move the C:\Config.Msi directory, which is protected from reg-
ular users. To achieve this, attackers can transform a file opera-
tion into a directory operation by using the : : $INDEX_ALLOCATION
stream [48]. For example, executing a native file deletion func-
tion DeleteFileA(“C:\Config.Msi: : $INDEX_ALLOCATION”) will suc-
cessfully delete the C:\Config.Msi directory. After removing the
directory, attackers can recreate it with permissive access controls,
in order to place malicious rollback script files within this directory.
When an MSI installation fails, these script files will be executed
with SYSTEM privileges, effectively achieving privilege escalation.
Microsoft has implemented a mitigation for this exploit primitive
by preventing the native DeleteFile API from deleting directories
through the : : $INDEX_ALLOCATION stream. However, this mitigation
is limited to Windows 11 24H2, leaving other supported versions
such as Windows 10 22H2 and Windows 11 23H2 unprotected. More-
over, security researchers and attackers can continuously discover
new exploit primitives by analyzing OS internals [29]. Therefore,
we believe that any vulnerability related to file operations should
be treated as a critical security issue.
In-the-wild exploitation. Vulnerable file operations in Windows
are actively exploited in the wild. CVE-2025-21391 [65] serves as an
example, demonstrating how attackers achieve privilege escalation
to SYSTEM by exploiting a vulnerable file deletion issue within a
Windows native component. Although an exploit for this vulnera-
bility was detected by MSRC and subsequently patched in January
2025, the fundamental issues discussed in our research still remain.

9 Ethical Considerations

Responsible disclosure. As shown in Table 3, all vulnerabilities
discovered during our research were reported to the respective
vendors. All vulnerabilities were confirmed by the respective ven-
dors except the one reported to 360 Total Security Antivirus. For
the confirmed vulnerabilities, vendors have either already released
patches or are actively working on fixes. In the case of 360 Total
Security, the vendor raised an issue regarding reproducibility of the
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vulnerability following our report. In response, we quickly provided
proof of the exploit and a detailed report. However, despite our
effort on contacting them multiple times, we received no response
thereafter. Subsequently, we found that this vulnerability has been
patched silently in the newer version. Specifically, a kernel driver
named BAPIDRV64. sys was used to address this vulnerability.

User study ethics. Our university’s Institutional Review Board
(IRB) reviewed and approved the study protocol. To follow ethical
standards, we limited personal data collection to only those ques-
tions that are necessary for the study. We anonymized participants
using unique identifiers and included a “prefer not to say” option
in all demographic questions to respect their privacy and auton-
omy. To ensure ecological validity and mitigate potential harm
from vulnerabilities, we provided participants with their own vir-
tual machines and instructed them to configure the environments
according to their individual needs.

10 Related Work

Researchers have proposed mechanisms to exploit, detect, and mit-
igate file-related vulnerabilities. However, no work has delved into
the fundamental design weaknesses of the Windows file system,
how these weaknesses can lead to security vulnerabilities, and why
such vulnerabilities keep recurring.

Exploitation of file-related vulnerabilities. Researchers have
extensively studied file-related vulnerabilities and their exploitation
techniques. Several works have explored exploiting file operations
in Windows privileged services [4, 7, 11, 12, 17, 18, 31, 35, 71, 72,
75, 81], demonstrating how attackers can abuse these operations to
escalate privileges. Specifically, researchers have shown that exploit
primitives, such as arbitrary file deletion [83] or creation [16], can
arise from file-related vulnerabilities and be used to achieve privi-
lege escalation. Additionally, researchers have developed tools like
symbolic link tester [13] to support the development and testing of
such exploits. Finally, Basu et al. [5] investigated name collisions
between file systems with different case sensitivities, highlighting
the scenarios where these vulnerabilities can be exploited. These
works demonstrate that file-related vulnerabilities discussed in this
paper can be exploited to achieve privilege escalation.

Detection of file-related vulnerabilities.
worked extensively on detecting file-related vulnerabilities. Proc-
Mon [74] aids security analysts in detecting file-related vulner-
abilities by monitoring file operations. It provides traces of file
operations so that analysts can review them to identify potential
vulnerabilities. LPET [24], Crassus [80], PrivescCheck [30], and
Jerry [82] detect vulnerabilities by monitoring file operations and
reporting potentially vulnerable operations that meet specific rules.
Notably, Jerry [82] employs a user interface explorer to simulate
and trigger various file operations within a program. Additionally,
STING [78] and PathSentinel [33] use dynamic and static analysis
on programs, respectively, to detect file-related vulnerabilities on
Linux and Android systems.

Mitigation of file-related vulnerabilities. Researchers have
proposed several mitigation techniques to prevent file-related vul-
nerabilities. Chari et al. [6] proposed safe procedures for pathname
resolution in file operations of UNIX systems. JIGSAW [77] uses
dynamic analysis to automatically derive programmer expectations

Researchers have
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and enforce them on deployment. More recently, Windows has im-
plemented several mitigations [14, 17, 43, 53] aimed at preventing
the exploitation of file-related vulnerabilities.

11 Conclusion

In this paper, we presented a comprehensive analysis of Windows
file system design weaknesses that lead to recurring security vulner-
abilities. We revealed four critical discrepancies between Windows
and Linux file systems, contributing to high-impact vulnerabilities
in real-world software. Also, we demonstrated that either compat-
ibility layers or developers are unable to properly handle these
discrepancies. Finally, we showed that existing countermeasures
are limited in their effectiveness, and even experienced developers
struggle to mitigate these vulnerabilities. Based on these findings,
we believe the root cause of these vulnerabilities lies in fundamental
design weaknesses in the Windows file system. We recommend that
Microsoft should consider redesigning the file system to provide a
secure foundation for the Windows ecosystem.
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